
Homework #7 · 9 th week Math 240

1. Using RSA with public key (34, 3),

(a) encrypt MATH,

(b) decrypt the message:

10 9 16 | 25 23 27 18 23 10.

Solution.

(a) Translating from the English alphabet we have

A −→ 1
H −→ 8
M −→ 13
T −→ 20.

To encrypt we must calculate

cA = 13 ≡ 1 mod 34

cH = 83 ≡ 2 mod 34

cM = 133 = 13 · 256 ≡ 13 · 18 = 234 ≡ 30 mod 34

cT = 203 = 20 · 400 ≡ 20 · 26 = 520 ≡ 10 mod 34

and the encrypted message is thus

1 2 30 10.

(b) Since ϕ(34) = 16 and 3 ·11 = 33 = 1+2 ·16 we can choose d = 11.
Now, according to RSA decryption

m10 = 1011 = 1005 · 10 ≡ (−2)5 · 10 = −32 · 10 ≡ 20 mod 34

m9 = 911 = 815 · 9 ≡ 135 · 9 = 1692 · 117 ≡ (−1)2 · 15 = 15 mod 34

m16 = 1611 = 2565 · 16 ≡ 185 · 16 = 3242 · 18 · 16 ≡ 182 · 288 ≡ 18 · 16

≡ 16 mod 34.

In the same way,

m25 = 2511 = 19 mod 34

m23 = 2311 = 5 mod 34

m27 = 2711 = 3 mod 34

m18 = 1811 = 18 mod 34
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and

m10 = 1011 = 20 mod 34,

which by looking at the letter equivalence gives

10 9 16 | 25 23 27 18 23 10 ≡ TOP | SECRET. �

2. (a) Prove that if n > 4 is composite then

(n− 1)! ≡ 0 mod n.

(b) Compute 2322 mod 323 and conclude from Fermat’s little theo-
rem that 323 is not prime.

Solution.

(a) Since n is composite, we can write n = d · d∗ for some integers
1 < d < d̄ ≤ n − 1 unless n = p2 for some prime p (prove this!).
In the first case, both d and d∗ appear as factors in (n − 1)! =
(n− 1) · (n− 2) · . . . · 2 · 1 and therefore n | (n− 1)!. In the latter,
since n > 4, we must have p > 2 and so p, 2p ≤ n − 1 appear as
factor in (n− 1)! proving again that n | (n− 1)!.

(b) By successive division (as when one wants to find the binary ex-
pression of 322 = “323− 1”), since

i q ri 22i mod 323

0 322 0 2

1 161 1 4

2 80 0 16

3 40 0 256

4 20 0 290

5 10 0 120

6 5 1 188

7 2 0 137

8 1 1 35

we have,

2322 = 228+26+2 = 228 · 226 · 2 = 4 · 188 · 35 = 157 mod 323

and hence, by Fermat’s little theorem, n = 323 is not prime (oth-
erwise we should have 2322 ≡ 1 mod 323). In fact 323 = 17 ·19. �
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3. Find rules of divisibility of an integer by 5, 9 and 11, and prove each of
those rules using modular arithmetic.

Solution. Let n = amam−1 · · · a1a0 be the decimal expansion of a posi-
tive integer n. This means that

n = am · 10m + am−1 · 10m−1 + · · ·+ a1 · 10 + a0

with 0 ≤ a0, a1, . . . , am−1, am ≤ 9 and am 6= 0. Since

10k ≡ 0 mod 5

10k ≡ 1 mod 9

and

10k ≡ (−1)k mod 11 =

{
1, if k is even mod 11
−1, if k is odd mod 11

for k = 1, 2, . . . ,m, we have

n ≡ a0 mod 5

n ≡ am + am−1 + · · ·+ a1 + a0 mod 9

and

n ≡ (−1)mam + (−1)m−1am−1 + · · · − a1 + a0

=
∑

0≤i≤m
i even

ai −
∑

0≤i≤m
i odd

ai mod 11.

Therefore the rules read as follows:

• An integer is divisible by 5 if its last digits is a 0 or a 5.

• An integer is divisible by 9 if the sum of its digits a multiple of 9.

• An integer is divisible by 11 if the difference between the sum of
its even and odd numbered digits is a multiple of 11. �

4. Suppose m and n are relatively prime positive integers

(a) Show that if some a integer m | a and n | a then m · n | a.
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(b) Show that the map Ψ defined by

Z∗m·n
Ψ−→ Z∗m × Z∗n

[a]m·n ↪→ ([a]m, [a]n)

is a bijection.

(c) Conclude from (b) that Euler’s ϕ function is multiplicative, i.e.,

ϕ(m · n) = ϕ(m) · ϕ(n).

Solution.

(a) If m | a and n | a these are integers qm and qn such that

a = m · qm = n · qn.

Hence n | m · qm and since gcd(m,n) = 1 it follows that n | qm.
Thus, for some integer κ, qm = n · κ and therefore

a = m · n · κ

which means that m · n | a.

(b) First observe that Ψ is well defined, for if gcd(a,m · n) = 1 then
gcd(a,m) = gcd(a, n) = 1 also. Next we will show that Ψ is one-
to-one and onto.

• Ψ is one-to-one. If [a]m·n, [b]m·n ∈ Z∗m·n and

Ψ
(
[a]m·n

)
= Ψ

(
[b]m·n

)
then

[a]m = [b]m

[a]n = [b]n

}
⇒
↑

by (a)

n | (b−a) and m | (b−a)⇒ m·n | (b−a).

This means that [a]m·n = [b]m·n as we wanted to show.
• Ψ is onto. Let [α]m ∈ Z∗m and [β]m ∈ Z∗n and choose 1 ≤ a <
m · n such that

a ≡ α mod m

a ≡ β mod n

}
(*)

as given by the Chinese remainder theorem. Since gcd(α,m) =
gcd(β, n) = 1 we have that gcd(a,m · n) = 1 and hence
[a]m·n ∈ Z∗m·n and, by (*), Ψ

(
[a]m·n

)
=
(
[α]m, [β]n

)
.
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(c) Since

ϕ(m) : = #
{

1 ≤ k ≤ n
/

gcd(k,m) = 1
}

= #Z∗m,

by (b) we have

ϕ(m · n) = #Z∗m·n =
↑

Ψ bijective

#Z∗m × Z∗n = ϕ(m) · ϕ(n). �

5. Let ϕ be Euler’s function.

(a) Show that if a and m > 1 are relatively prime positive integers,
then the inverse of a modulo m is aϕ(m)−1.

(b) Use (a) to find

(i) the inverse of 4 modulo 9,
(ii) the inverse of 5 modulo 8.

Solution.

(a) By the analog to Fermatt’s little theorem we know that if a and m
are relatively prime then aϕ(m) ≡ 1 mod m. But then,

[a]m · [aϕ(m)−1]m = [aϕ(m)−1]m · [a]m = [aϕ(m)]m = [1]m

which just means that aϕ(m)−1 is the inverse of a modulo m.

(b) (i) Since ϕ(9) = ϕ(32) = 3 · 2 = 6,

[4]−1
9 = [45]9 = [162 · 4]9 = [(−2)2 · 4]9 = [16]9 = [7]9.

(ii) Now ϕ(8) = ϕ(23) = 4 and hence

[5]−1
8 = [53]8 = [25 · 5]8 = [1 · 5]8 = [5]8. �


